SECURITY SURVEY CHECKLIST

FOR 

LABOR DISPUTES AND WORK STOPPAGES

FOR PREPARATION OF THE “STRIKE SECURITY PLAN”

COMPANY____________________________________________________________________

LOCATION____________________________________________________________________

PERSON INTERVIEWED_________________________________________________________

DATE OF EXPECTED WORK STOPPAGE or CONTRACT EXPIRATION___________________

NUMBER OF EMPLOYEES? __________  EXEMPT?__________  NON-EXEMPT?__________

RACIAL/ETHNICMAKE-UP OF TOTAL   W____, B____, NA____, A ____, L____,/M____ F____

NAME OF LOCAL WITH CONTRACT EXPIRATION____________________________________

NUMBER/MEMBERS?________________

_________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

IS SECRETARIAL STAFF UNIONIZED?_____________________________________________

IS SECURITY FORCE UNIONIZED?________________________________________________

IS SUPPORT STAFF UNIONIZED?_________________________________________________

ARE OTHER UNIONS EXPECTED TO HONOR PICKET LINES?_________________________

CRAFTS?

_________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

_____________________________________________________________________________

SUMMARIZE PAST LABOR DISPUTES, INVOLVEMENT, LENGTH, SUCCESS, LOCAL SUPPORT, NATIONAL SUPPORT, MEDIA ACTIVITY, OUTSIDE SUPPORTER ACTIVITY, DAMAGE, ILLEGAL ACTIVITY, ETC._______________________________________________

_________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

_____________________________________________________________________________

_________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

LIST NAMES OF ANY EXECUTIVE OR NON-STRIKING EMPLOYEE WHO WILL LIKELY BE TARGETED FOR REVENGE, HARRASSMENT OR VIOLENCE__________________________

_________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

NAME INDIVIDUALS WHO WILL LIKELY BECOME INVOLVED IN ILLEGAL OR STRIKE RELATED MISCONDUCT

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

_____________________________________________________________________________

_____________________________________________________________________________

_____________________________________________________________________________

_____________________________________________________________________________

_____________________________________________________________________________

IDENTIFY EACH WITH PHYSICAL DESCRIPTION, PHOTO, DESCRIPTION OF VEHICLE, KNOWN ASSOCIATES, ADDRESS, BACKGROUND INFORMATION, ETC.

Does work stoppage effect other plant/company locations?  If so, complete CHECKLIST for each location.

PLANT SITE LOCATION/FACILITIES INVOLVED

· Obtain site drawings, arial photographs, and plot plans for each site.

· Locations?

· Size?

· Area uses?

· Indicate sensitive areas (Any hazard which if sabotaged would put company “out of business”, create health hazards to working employees or local citizens.

· Indicate areas subject to contamination or report of contamination to OSHA or any other regulating agency which would in turn cause investigative activity or media interest.

· Locate stock piles of raw material

· Locate stock piles of energy producing material

· Indicate any areas under construction.  Will construction continue? Will construction labor honor picket lines?  Will construction material deliveries continue? How?  Will construction gate be in use? If so, why?  If so, can it be maintained “sterile”?

· Other hazards?

EXECUTIVE STAFF/NON-STRIKING EMPLOYEES

· Obtain listing of executives by title, company location, company phone number, extension, private line number, name of secretary, name of executive assistant, home address, home telephone number.

· Obtain confidential biographical data package on each executive, and their family members.  Maintain in safe or fire file off site with immediate 24 hour access.  Explain importance for executive protection purposes.  Explain confidentiality.

· Locate executive and non-striking employees residences on map.  Flag each. Develop notebooks with directions to each home, photographs, map sites, telephone numbers, etc., for use in communications center and private patrol/react security vehicles.

· Schedule training briefing for family members regarding security at home, while shopping, travel, importance of advising communications center of travel plans and movements.

· Identify school security plan for family members who are students.  Identify individuals, schools, history of violence.  Visit with principal of school or school board president regarding individual security, non-use of strike related clothing, hats, buttons, etc.  Explain the importance of maintaining the school as a “safe haven” and the importance of requiring teachers to NOT discuss or all discussions of strike/management-labor issues in classrooms.

· Identify members of management/support staff residential addresses in relation to striking union members.

· Identify members of management/support staff who are related to striking workers or union employees.

· Identify members of management/support staff who were former members of the striking union.

· MAINTENANCE OPERATIONS_____________________________________________/

(  CONTRACT?  BY WHOM?__________________________________________

(  UNION          (  NON-UNION          (  CROSS PICKET LINE?

· LIST VENDOR SERVICES NOW IN USE

_______________________________________________________________________________________________________________________________________________________________________________________________________________________________________

_____________________________________________________________________________

_____________________________________________________________________________

_____________________________________________________________________________

_____________________________________________________________________________

_____________________________________________________________________________

__________________________________________________________________________

_____________________________________________________________________________

· WILL SAME VENDORS BE NECESSARY DURING WORK STOPPAGE?

· WILL VENDORS CROSS PICKET LINE?

· MAKE SPECIAL ARRANGEMENTS FOR FOOD SERVICE VENDOR IF COMPANY HAS PLANS TO CONTINUE TO OPERATE DURING WORK STOPPAGE.  WHICH VENDOR?_____________________________________________________________/

IDENTIFY CRITICAL AREAS AND EQUIPMENT, VENDOR,  WILL THEY CROSS PICKET LINE?

· ELECTRIC UTILITY_______________________________________________________

· ELECTRIC COMMERCIAL_________________________________________________

· ELECTRIC EMERGENCY__________________________________________________

· WHAT EMERGENCY SUPPLIES/EQUIPMENT ARE ON HAND

· ARE EMERGENCY GENERATORS AVAILABLE?

· ARE LIGHT GENERATORS AVAILABLE?

· ARE TRANSFORMERS IMMEDIATELY AVAILABLE?  HOW LONG WILL REPAIR/REPLACEMENTS TAKE IF POWER IS SABOTAGES?

· NATURAL GASS UTILITY?_______________________________________

· FUEL OIL_____________________________________________________

· GASOLINE____________________________________________________

· AMMONIA STORAGE___________________________________________

· EXPLOSIVES, DET-CORD, PRILL, ETC.____________________________

· WATER TREATMENT___________________________________________

· PLANT COMMUNICATIONS EQUIPMENT IN USE NOW._______________

_____________________________________________________________

· RADIO FREQUENCIES__________________________________________

· SCRAMBLED?_________________________________________________

· COMMON CARRIER____________________________________________

· ALERTING SYSTEM NOW IN USE_________________________________

· ALERT SIGNALS NOW USED_____________________________________

· TELEPHONE SYSTEM NOW IN USE_______________________________

(  LAST TIME OF TSCM_________________________________________

· LOCATION OF COMPUTER OPERATION___________________________

(
REVIEW COMPUTER SECURITY OPERATION

(  
WILL COMPUTER OPERATION CONTINUE ON SITE?


      (
LOCATION OF OFF SITE COMPUTER BACK-UP STORAGE

(
HAS DISASTER PLAN BEEN DEVELOPED FOR MIS.?

· REVIEW FIRE SAFETY SYSTEM PLAN

· REVIEW MEDICAL AND/OR AMBULANCE AVAILABILITY

(
RESPONSE TIME

· REVIEW LAW ENFORCEMENT


(
ATTITUDES RE MANAGEMENT/COMPANY

(
RESPONSE TIME

(
NUMBER OF OFFICERS PER SHIFT

(
AVAILABILITY TO WORK OFF DUTY DURING STRIKE

(
MANAGEMENT CONTACTS WITH L.E.

(
WORK STOPPAGE EXPERIENCE

(
EQUIPMENT AVAILABLE AND TRAINING PROVIDED

· OTHER_________________________________________________________

PHYSICAL SECURITY REQUIREMENTS

· Perimeter fencing

· Perimeter gates and doors

· Critical interior gates and doors

· Lighting outside

· Lighting inside

· Power and Emergency Power Systems

· Locks, padlocks

· Key control

· Buffer zones

· Signage, current

· Signage, needed

· Alarm systems

· CCTV camera placement

· Fire alarm and fire fighting equipment/systems

· Access control

· Personnel

· Identification and control

· Vehicles

· Identification and control

· Shipping

· Receiving

· Purchasing/contracting

· Property control

· Vehicle maintenance

· Computer security

· Security of cash and other valuables

· Housekeeping

· Contract?

· Trash removal

· Salvage

· U.S. Mail/Parcel delivery

· Food service

· Vending Services

· Communications

· Other_______________________________________________

SECURITY OF PROPRIETARY INFORMATION

PERSONAL SECURITY

· Executive protection

· Staff/employee protection

· Vendor protection

· Visitor protection

SAFETY

MEDICAL SUPPORT

· On site

· Off site

SECURITY/SAFETY TRAINING AND AWARENESS

· Outside Protection force

· Inside Protection force

· Employee Protection force

STRIKE/PICKET LINE TRAINING AND AWARENESS

· Outside Protection force

· Inside Protection force

· Employee Protection force

· Executives

· Support Staff

· Families

· Vendors

· Transportation

LAW ENFORCEMENT LIAISON

City/County Police Chief should be contacted.  A meeting scheduled to present a confidential copy of the Strike Security Plan and to discuss what support/direction will be provided by law enforcement agencies.

· City Police

· County Police

· Constables

· Sheriff

· State Police

· Department of Public Safety

· FBI

· ATF

· US Marshal

· DEA

· Railroad Police

· Other

RECORDS

· Theft

· Vandalism

· Sabotage

· Threats

· Product tampering

· Other

EMERGENCY PLANNING

· Weather

· Bomb threat

· Crisis Management team

· Man-made disasters

· On call management and decision makers

· On call maintenance personnel

· Mechanical

· Electrical

· Utilities

· General Labor

· Other

SECURITY FORCES

· Regular security forces are in-house
      (
Contract_________________________


How long?_______________________


Strength?________________________

· Identify security personnel who are directly related to striking workers

· Review standard operating procedures

· Review selection procedures

· Review relationships with labor

· Review general training

· Review emergency training

· Review labor dispute training

· Organize Emergency Response Team

· Organize Documentation Team

· Organize Interior Patrol

· Organize Labor dispute security procedures and force

· Contract for additional security forces

COMMAND, CONTROL, AND COMMUNICATIONS

· Locate and establish logical place for Communications Center

· Locate and establish logical place for Observation posts

· Locate and establish logical place for Strike Security Operations Center

· Radio communications equipment available at site

· Available from security contractor

· Rental equipment available______________________________

· CCTV camcorders available at site

· Needed from contractor

· Rental equipment available______________________________

· Cellular telephones, 
(  executives          (  family          (  security Ops.

· Scramblers for telephones, executives

· Personnel

· Company personnel assigned to Communications center

(
Observation

(
Clerical

· Photo/Documentation response team

(
Company employees

(
Contractors

· Charts and Maps

· Security force assignments

· Communications Center and Observation team assignments

· Response team assignments

· Key personnel

· Maintenance response team

· Other_______________________________________________

· Security Operations Center

· Security force assembly area

· Equipment issue

· Vehicle assignments

· Radio system

· CCTV monitors

· Alarm system monitors

· Response teams

HOTEL/MOTEL BILLING

· Union/non-union house

· Restaurant
· Secure parking
· Security on site

· High rise for security and radio antennae

· Number of rooms needed

· Room classification

· Rates

· Discounts

· Response time to facility

VEHICLES

· Company vehicles available

· Assignments

· Security advisor

· Assistant Security advisor

· Mobil security patrol(s)

· Documentation team(s)

· Emergency security response team(s)

· Rental company______________________________________________

· New car dealer_______________________________________________

· Number available

· Models available

· Weekly rates/discounts/unlimited miles

· Local tags only

· Insurance/damage waiver

· Tire repair on site or location of disabled vehicle

NOTE:  This Security Survey Checklist is utilized when collecting information for the purpose of preparing the Labor Dispute Security Plan.  The Security Plan document should be completed no later then 240 days prior to the work stoppage.
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